Abstract. In a proxy signature scheme, a user delegates his/her signing capability to another user in such a way that the latter can sign messages on behalf of the former. In this paper, we first propose a provably secure proxy signature scheme, which is based on a two-party Schnorr signature scheme. Then, we extend this basic scheme into designated-verifier proxy signatures (DVPS). More specifically, we get two versions of DVPS: weak DVPS and strong DVPS. In both versions, the validity of a proxy signature can be checked only by the designated verifier. In a weak DVPS scheme, however, the designated verifier can further convert such proxy signatures into public verifiable ones, while a strong DVPS scheme does not have the same property even if the designated verifier's secret key is revealed willingly or unwillingly. In addition, we briefly discuss some potential applications for DVPS.
Introduction
Proxy Signatures. In a proxy signature scheme, one user Alice, called original signer, delegates her signing capability to another user Bob, called proxy signer.
After that, the proxy signer Bob can sign messages on behalf of the original signer Alice. Upon receiving a proxy signature on some message, a verifier can validate its correctness according to a given verification procedure, and further be convinced of the original signer's agreement on the signed message. Proxy signature schemes have been suggested for use in a number of applications, including electronic commerce, mobile agents, and distributed shared object systems etc [15, 4, 28] .
Most existing proxy signature schemes are constructed in the following way. The original signer Alice sends a specific message and the corresponding signature to the proxy signer Bob, who then uses this information to derive a proxy secret key. With this secret key, Bob can produce proxy signatures by employing a specified standard signature scheme. When a proxy signature is given, a verifier first recovers the proxy public key from some public information, and then checks its validity according to the corresponding standard signature verification procedure.
Mambo et al. firstly introduced the concept of proxy signatures and proposed several constructions in [17, 18] . After that, a number of new schemes and improvements have been proposed [14, 29, 15, 16, 4] ; however, most of them do not fully meet the desired security requirements (see Section 2.2). In [14] , Kim et al. introduced the concept of partial delegation by warrant, and proposed a threshold proxy signature, in which the original signer's signing ability is shared among a delegated group of n proxy singers such that only t or more of them can generate proxy signatures cooperatively. In [15] , Lee, Kim and Kim constructed mobile agents for electronic commerce applications from non-designated proxy signature, in which a warrant does not specify the identity of a proxy signer so any possible proxy signer may respond this delegation and become a proxy signer. In [16] , Lee, Cheon, and Kim investigated whether a secure channel for delivery of a signed warrant is necessary in existing schemes. Their results show that if secure channels are not provided, the MUO scheme [17] and the LKK scheme [15] all are insecure. To avoid the usage of secure channels and overcome some other weaknesses, they proposed new improvements. However, Wang et al. showed that all of the schemes and improvements proposed in [15, 16] are insecure by demonstrating several kinds of attacks [28] . Boldyreva et al. presented the formal model and security notion for proxy signature [4] , i.e., the existential unforgeablity against adaptive chosen-message attacks [10] .
Designated-Verifier Signatures. In 1996, Jakobsson et al. introduced a new primitive called designated-verifier proofs [13] . Such proofs enable a prover Alice to convince a designated verifier Bob that a statement is true. However, Bob cannot use such proofs to convince a third party of this fact. The reason is that Bob himself can simulate such proofs. Here is their basic idea. When Alice wants to convince only the designated verifier Bob a statement Θ, she actually proves the statement "Θ is true or I knows Bob's secret key". Upon receiving such a proof, Bob is convinced that the statement Θ must be true, since he knows that this proof is not generated by himself and that his secret key is not compromised. However, a third party cannot accept the statement Θ from such a proof since this proof may be generated by Bob even if Θ is false. Furthermore, Jakobsson et al. proposed an elegant non-interactive designated-verifier proof for Chaum's zero-knowledge undeniable signature scheme [7] to avoid blackmailing [9, 12] and mafia attacks [8] . In other words, they introduced a designated-verifier signature scheme in the sense that only the designated verifier can be convinced that a signature is issued by the claimed signer. However, Wang [27] pointed out this scheme is insecure since a dishonest signer can cheat a designated verifier easily.
Note that in Jakobsson et al.'s scheme any verifier can validate a signature though he does not know whether this signature is produced by the signer or simulated by the designated verifier. In [22] , however, Saeednia et al. recently proposed an strong designated-verifier signature scheme in the sense that without the knowledge of the designated verifier's secret key, any third party cannot check the validity of such signatures. Compared with Jakobsson et al.'s scheme, their scheme is very efficient in both respects of communications and computation. In addition, Steinfeld et al. introduced a new type of signature scheme called universal designated-verifier signature (UDVS) [25, 26] . Such a scheme enables any holder of a signature (not necessarily the signer) to designate the signature to a third party as the designated-verifier.
Our Work. As mentioned above, Wang et al. [28] demonstrated several attacks on DLP-based proxy signatures proposed in [15, 16] . Those attacks mainly result from the fact that a valid proxy key pair can be forged by an adversary, including the original signer and the proxy signer. However, Wang et al. did not provide improvements to avoid such attacks. In this paper, we first propose a new proxy signature scheme, which is based on the two-party Schnorr signature scheme proposed by Nicolosi et al. in [20] 1 . The new scheme is provably secure and as efficient as the schemes in [15, 16, 4] .
Then, by combining the ideas of proxy signatures and designated-verifier signatures, we extend this basic scheme to designated-verifier proxy signatures (DVPS for short). More specifically, we get two versions of DVPS: weak DVPS and strong DVPS. In both versions, only the designated verifier can check the validity of the proxy signatures. Furthermore, in a weak scheme the designated verifier can convert such signatures into standard (and so publicly verifiable) proxy signatures. However, the designated verifier cannot do the same thing in a strong scheme even he/she would like to reveal his/her secret key. The reason is that the designated verifier is able to simulate transcripts that are indistinguishable from those generated by the true proxy signer.
In addition, we briefly discuss some potential applications for DVPS in electronic commerce settings.
Structure. The rest of this paper is organized as follows. Section 2 introduces the computational assumptions, security requirements for proxy signature schemes, and notations. We introduce the new (basic) proxy signature scheme in Section 3, and then extend this scheme into designated-verifier proxy signatures (DVPS) in Sections 4. Finally, Section 5 concludes the paper and points out future work.
Preliminaries

Assumptions
We review the following computational assumptions that are related to the security of our proxy signature schemes constructed in this paper.
Assumption 1: Discrete Logarithm (DL) assumption. Let G q = g be a cyclic multiplicative group generated by g of order q. Then, on inputs
q where x ∈ R Z q is a random (unknown) number, there is no probabilistic polynomial-time algorithm that outputs the value of x with non-negligible probability.
Assumption 2: Computational Diffie-Hellman (CDH) assumption. Let G q = g be a cyclic multiplicative group generated by g of order q. Then, on
q where x, y ∈ R Z q are random (unknown) numbers, there is no probabilistic polynomial-time algorithm that outputs the value of g xy with non-negligible probability.
Assumption 3: Decisional Diffie-Hellman (DDH) assumption. Let G q = g be a cyclic multiplicative group generated by g of order q. Then, on inputs
q where x, y, z ∈ R Z q are random (unknown) numbers, there is no probabilistic polynomial-time algorithm that distinguishes with non-negligible probability whether g xy and g z are equal.
Those computational assumptions are widely believed to be true for many cyclic groups, such as the multiplicative subgroup G q = g of the finite field Z p , where p is a large prime and q is a prime factor of p − 1. In practice, |p| = 1024 and |q| = 160 are considered to be suitable for most current security applications. More discussions on those assumptions can be found in [5, 2] .
Definitions
Definition 1. A proxy signature scheme is usually comprised of the following procedures:
-Setup: On input of a security parameter l, this probabilistic algorithm outputs two secret/public key pairs (x A , y A ) and (x B , y B ) for the original signer Alice and the proxy signer Bob. Note that those key pairs may be used in a standard signature scheme at the same time. -Proxy Key Pair Generation: The original signer Alice and the proxy signer Bob execute this interactive randomized algorithm to generate a proxy key pair (x P , y P ) for Bob, such that only Bob knows the value of x P , while y P is public or publicly recoverable. -Proxy Signature Generation: The proxy signer Bob runs this (possibly probabilistic) algorithm to generate a proxy signature σ for a message m by using the proxy secret key x P . -Proxy Signature Verification: A verifier runs this deterministic algorithm to check whether an alleged proxy signature σ for a message m is valid with respect to a specific original signer and a proxy signer.
The security requirements for proxy signature are first specified in [17, 18] , and later are kept almost the same beside being enhanced in [15] , and formalized in [4] .
Definition 2.
A secure proxy signature scheme should satisfy the following requirements:
-Verifiability: From the proxy signature, a verifier can be convinced of the original signer's agreement on the signed message. -Identifiability: Anyone can determine the identities of the corresponding original signer and proxy signer from a proxy signature. -Unforgeability: Only the designated proxy signer can create a valid proxy signature on behalf of the original signer. In other words, the original signer and other third parties who are not designated as proxy signers cannot create a valid proxy signature. -Undeniability: Once a proxy signer creates a valid proxy signature on behalf of an original signer, he cannot repudiate the signature creation against anyone else. -Prevention of misuse: The proxy signer cannot use the proxy secret key for purposes other than generating valid proxy signatures. In case of misuse, the responsibility of the proxy signer should be determined explicitly.
Notations
Throughout this paper, p and q are two large primes such that q|(p − 1) and G q = g is a q-order multiplicative subgroup of Z * p generated by an element g ∈ Z * p . The discrete logarithm problem in G q is assumed to be difficult. Hereafter, we call three such integers (p, q, g) a DLP-triple. Let h(·) and h (·) be two secure cryptographic hash functions. In addition, it is assumed that Alice is the original signer with a certified key pair (x A , y A ) where y A = g x A mod p, and Bob is a proxy signer with a certified key pair (x B , y B ) where y B = g x B mod p. Here, a certified key pair (x A , y A ) means that Alice knows the private key x A and has to prove her knowledge of x A when she registers her public key certificate with a certificate authority (CA). Actually, this is a recommended practice for issuing public key certificates [1, 19] , and can be used to prevent rogue-key attacks [4] . In addition, we denote by m w the warrant which specifies the delegation period, what kind of message m is delegated, and the identities of the original signer and the proxy signer, etc.
Basic Proxy Signature Scheme
In this section, we propose a new proxy signature scheme. The basic idea is that the provably secure two-party Schnorr signature scheme proposed in [20] is used to generate a proxy key pair (x P , y P ) such that
where r P is a public value, and m w is a warrant which specifies the related information about a proxy delegation. In fact, (r P , x P ) is exactly a two-party Schnorr signature on message m w . The point is that (a) only Bob knows the value of x P , and (b) a valid tuple (r P , x P ) can only be generated by Alice and Bob jointly. Therefore, x P can be used as the proxy secret key to generate proxy signatures according to a standard DLP-based signature scheme. At the same time, a verifier can validate such proxy signatures after recovering the public proxy key y P from Eq. (1).
In the following description of our scheme, it is assumed that Alice and Bob have agreed on a warrant m w before generating a proxy key pair for Bob. In addition, as pointed in [20] , the hash function h (·) can be replaced by any secure commitment scheme.
Proxy Key Generation. To generate a proxy key pair (x P , y P ) for the proxy signer Bob, Alice and Bob execute the following interactive protocol jointly.
(
· h(m w , r P ) mod q, and finally sets his proxy key pair (x P , y P ) by
It is easy to know that the above defined proxy key pair (x P , y P ) satisfies Eq. (1), i.e., (r P , x P ) is a standard Schnorr signature [23] on the warrant m w with respect to the public key y A · y B mod p.
In addition, note that in the above proxy key generation procedure, we do not assume the communication channel between Alice and Bob is secure. Namely, public channel could be used unless delegation privacy is required. The reason is that the exchanged data, i.e., m w , r A , s A , r B , s B etc., are useless for other party (to forge proxy key pairs or proxy signatures).
Proxy Signature Generation. To generate a proxy signature on a message m that conforms to the warrant m w , the proxy signer Bob performs the same operations as in the standard Schnorr signature scheme [23] . That is, he first selects a random number k ∈ Z * q , computes r = g k mod p and s = k + x P · h(m, m w , r) mod q. The resulting proxy signature on message m is σ = (m w , r P , r, s).
Proxy Signature Verification. To verify the validity of σ, a verifier operates as follows:
(1) Check whether the message m conforms to the warrant m w . If not, stop.
Otherwise, continue. (2) Check whether Alice and Bob are specified as the original signer and the proxy signer in the warrant m w , respectively. (3) Recover the proxy public key y P by computing y P = (y A · y B ) h(mw,r P ) · r P mod p.
(4) Accept the proxy signature σ if and only if the following equality holds:
In the above proxy scheme, when the proxy singer Bob generates a proxy signature the warrant m w is embedded in the input of the hash function h(·). The aim is to use m w as an identifier of proxy signatures.
We now discuss the security of our above scheme. According to the results in [20] and [21] , we have the following Proposition 1 and 2. Then, Proposition 3 holds.
Proposition 1 (Theorems 1 and 2 of [20] ). In the random oracle model, if an adversary, who may compromise the original signer or the proxy signer (but not both), can forge a proxy key pair (x P , y P ) that satisfies Eq. (1) with respect to a pair (m w , r P ) in probabilistic polynomial time (PPT) with non-negligible probability, then the discrete log problem in the multiplicative subgroup g can be solved in PPT with non-negligible probability.
Proposition 2 [21] . Under the assumption that the discrete log problem in the multiplicative subgroup g is intractable, the Schnorr signature scheme is secure in the random oracle model.
Proposition 3.
Under the assumption that the discrete log problem in the multiplicative subgroup g is intractable, the proposed proxy signature scheme is secure in the random oracle model.
Proof (Sketch):
In our scheme, we use Nicolosi et al.'s provably secure two-party Schnorr signature scheme [20] to generate proxy key pair (x P , y P ). That is, in their scheme a two-party Schnorr signature for a message can only be generated by the two related parties jointly. In our scheme, a valid proxy key pair (x P , y P ) (defined by Eq. (1)) implies that (r P , x P ) is exactly Alice and Bob's valid two-party Schnorr signature on the warrant m w in Nicolosi et al.'s scheme. Therefore, anybody (including Alice and Bob) cannot generate a valid proxy key pair independently. Meanwhile, without a valid proxy key pair anybody cannot generate a proxy signature such that Eq. (3) is satisfied. Because the proxy signature generation algorithm is just the Schnorr scheme [23] , which is also provably secure [21] in the random oracle model [3] . Therefore, we conclude that our proxy scheme is unforgeable. Other security requirements are also met in our new scheme, since we can provide similar security analysis as done in [15] [16] [17] .
Designated-Verifier Proxy Signatures
We now present two designated-verifier proxy signature schemes, in which proxy signatures can be only verified by a designated-verifier. Those DVPS schemes are constructed from the basic proxy signature scheme introduced in Section 3. However, note that the Triple Schnorr proxy signature proposed in [4] could also be used as the basic scheme in a similar way.
In the following description, it is supposed that the original signer Alice and the proxy signer Bob have agreed on a warrant m w before generating a proxy key pair. In addition, we assume Cindy is the designated verifier with certified key pair (x C , y C = g x C mod p). Other system parameters are the same as in previous section. Proxy key generation procedure is the same as our basic scheme described in Section 3. That is, the original signer Alice and the proxy signer Bob jointly generate a proxy key pair (x P , y P ) for Bob such that the proxy public key y P can be recovered from Eq. (1), and that only Bob knows the value of the proxy secret key x P .
Weak Designated-Verifier Proxy Signature Scheme
Proxy Signature Generation. To generate a weak designated-verifier proxy signature on a message m that conforms to the warrant m w , the proxy signer Bob performs as follows. He first selects a random number k ∈ R Z * q , computes (r, r , s) by Eq. (4), and sends the proxy signature σ = (m w , r P , r , s) to the designated verifier Cindy. 
The essence of the above scheme is that to restrict the publicly verifiability of a proxy signature, we simply encrypted the value r by releasing r = y k C mod p. Therefore, only the designated verifier Cindy can recover r from r by using her secret key x C , and then check the validity of such an encrypted proxy signature. Note that in our above scheme, the designated verifier Cindy can convince any third party to accept such a proxy signature σ by simply releasing σ = (m w , r P , r, s). Weak designated-verifier proxy signature schemes might be suitable in the settings where both the proxy signer and the designated verifier want that without their help, any third party cannot validate proxy signatures. We now state the security of the above scheme as follows.
Proposition 4.
Under the assumption that the Diffie-Hellman problem in the multiplicative subgroup g is intractable, the proposed weak designated-verifier signature scheme is secure in the random oracle model. Proof: We first prove that except the designated-verifier Cindy (and the proxy signer Bob), any third party (including the original signer Alice) cannot check the validity of a signature σ = (m w , r P , r , s) for message m. First of all, note that without the value of r the third party cannot check the validity of σ . In other words, to validate σ the third party has to recover the value of r from public information. Under the assumptions that DL is difficult and that h(·) can be modelled as a random function [3] , neither (m w , r P , y P , y C ) nor s can be used to reveal x C or recover r. Consequently, the third party can only use y C and r to recover the value of r. That is, on input (g, y C = g x C mod p, r = g k·x C mod p), the third party wants to output r = g k mod p. In [2] , it is proved that this problem (called Divisible Computation Diffie-Hellman Problem) is as difficult as the CDH problem. Therefore, under the CDH assumption, only the designated verifier Cindy can check the validity of a week proxy signature. Now, we prove that the unforgeability. According to Proposition 3, any adversary who is not delegated as a proxy signer by Alice cannot forge a valid proxy key pair (x P , y P ). Furthermore, we claim that given a proxy public y P even the designated verifier Cindy, who knows her secret key x C but does not know the proxy secret key x P corresponding to y P , cannot forge a valid proxy signature for a new message m that never appears in Cindy's records of known signaturemessage pairs. If this is not the fact, i.e., Cindy can forge a valid weak proxy signature σ = (m w , r P , r , s) for a new message m. Then, Cindy can compute r = (r )
The latter means that Cindy can forge a Schnorr signaturē σ = (r, s) for message (m, m w ) with respect to the public key y P . This is contrary to the Proposition 2, i.e., the provable security of the Schnorr signature scheme. Therefore, only the delegated proxy signer Bob can generate valid weak designated-verifier proxy signatures.
Strong Designated-Verifier Proxy Signature Scheme
Based on our basic proxy scheme in Section 3 and Saeednia et al.'s strong designated-verifier signature scheme [22] , we now construct a strong designatedverifier proxy signature scheme. In the new scheme, the designated-verifier Cindy can verify that a proxy signature is signed by the proxy signer Bob, but she is unable to convince anyone else of this fact. Because others know that such signatures may be simulated by the designated-verifier Cindy.
Proxy Signature Generation. To generate a strong designated-verifier proxy signature on a message m that conforms to the warrant m w , Bob performs as follows. He first selects two random numbers k ∈ Z q and t ∈ Z * q , computes (r, c, s) by Eq. (6), and sends the proxy signature σ = (m w , r P , c, s, t) to the designated verifier Cindy.
Proxy Signature Verification. To verify the validity of a strong DVPS σ, the designated-verifier Cindy operates as follows: 
Proxy Signature Simulation. To simulate a strong designated-verifier proxy signature σ for any message m that conforms to the warrant m w , Cindy picks s ∈ Z q and r ∈ Z * q at random, and computes the following values:
σ = (m w , r P , c, s, t) is the simulated proxy signature for message m with respect to the proxy public key y P . It is easy to check that σ is also a valid proxy signature, i.e., it satisfies Eq. (7). Now we discuss the security of the above scheme. From the results of [22] , we obtain Proposition 5, and then Proposition 6 can be proved in a similar way as we did in Proposition 4.
Proposition 5. If a valid strong designated-verifier proxy signature for Cindy can be generated without the knowledge of the proxy secret key x P or Cindy's secret key x C , then the computational Diffie-Hellman problem may be solved in PPT. Furthermore, the transcripts simulated by Cindy are indistinguishable from those generated by the proxy signer Bob. Proposition 6. Under the CDH assumption, our strong designated-verifier proxy signature scheme is secure in the random oracle model.
Applications
In this section, we briefly introduce two potential applications for designatedverifier proxy signatures (DVPS). Other applications are also possible. Let us first consider the following scenario. A corporate manager Alice will have vacation for one or two weeks, however, some current businesses need to be processed continuously during this period. Naturally, Alice could delegate her signing capability to several assistants to deal with each business with different customer. For example, assistant Bob, as the representative of Alice, is assigned to negotiate a business contract with customer Cindy in this period. During this procedure, some intermediate documents will be produced with digital signatures for authentication or non-repudiation. However, to protect the confidentiality and authenticity of those documents, it may be highly expected that the corresponding signatures could be validated only by the designated receiver. In this case, DVPS could be used. More specifically, Bob's proxy signatures can only be verified by Cindy. Furthermore, if non-repudiation service is required, weak DVPS could be exploited.
Another example is about on-line shopping. When a customer Cindy buys a digital product m from an Internet vendor Bob, who sells some digital products (e.g. digital music, movies, and books etc.), she needs a digital receipt from Bob to guarantee the quality, authenticity, and legality of m. This is reasonable since Cindy does not completely trust Bob and his goods. Furthermore, Cindy would expect the receipt is bounded with not only the identity of the vendor Bob but also that of the goods producer, say Alice. With such receipts, Cindy will be convinced that the digital product m is produced by Alice and sold by Bob. At the same time, to prevent Cindy from illegally distributing m to others, Alice and Bob want the validity of Cindy's receipt can only be validated by Cindy herself. In such situations, designated-verifier proxy signatures, instead of ordinary digital signatures, can be used as such receipts. That is, Alice delegates her signing capability to Bob so that he can generate strong designated-verifier proxy signatures as digital receipts to all potential customers. Note that this approach cannot prevent Cindy to send a copy of digital product to her friends. To deal with this problem, one could exploit some techniques from digital right managements (DRM), such as watermarking and fingerprinting etc.
Conclusion and Future Work
In this paper, based on the two-party Schnorr signature scheme proposed in [20] , we first proposed a provably secure proxy signature scheme. Then, we extended this basic scheme into designated-verifier proxy signature (DVPS) schemes. Actually, we constructed two versions of DVPS: weak DVPS and strong DVPS. In both versions, the validity of a proxy signature can be checked only by the designated verifier. In a weak DVPS scheme, however, the designated verifier can further convert such proxy signatures into public verifiable ones, while a strong DVPS scheme does not meet the same property even if the designated verifier's secret key is revealed willingly or unwillingly. Finally, we introduced some potential applications for DVPS.
Some other variations can be obtained directly, such as blind proxy signatures from the blind Schnorr signature [24] , universally designated-verifier proxy signature scheme by using the techniques in [26] , and fully distributed proxy signatures by using the techniques in [11] (though the concrete scheme described in [11] is insecure [28] ). Another interesting work is to design forward-secure proxy schemes.
